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ABTOpCKME npaBa Ha cCpeacTBa Kpuntorpaduyeckon 3awutbl MHdbOpMauuu Tuna
Kpuntolpo CSP 1 skcnayaTauMOHHY AOKYMEHTaLMIo K HUMM 3apernctpmpoBaHbl B
PoccuiickoM areHTCTBE MO NaTeHTaM M TOBapHbIM 3HakaM (PocnaTeHT).

HacTtoswmi [JokyMEHT BXOAUT B KOMIMJIEKT MNOCTaBKM NporpaMMHoro obecnevyeHnss CK3U
KpunTolpo CSP Bepcnun 4.0 R4; Ha Hero pacnpocTpaHSATCA BCE Y UT0BUSA NNLEH3NOHHOMO
cornaweHunsa. bes cneumanbHOro nUcbMeHHoro paspewenus 00O "KPUNTO-MPO"
OOKYMEHT WM ero 4acTb B 3JIEKTPOHHOM WAW Me4vyaTHOM Buae He MoryT 6biTb
CKOMMWpPOBaHbI U NepefaHbl TPETbUM ML AM C KOMMEPYECKOW LLeNblo.

-2 -



XTAN.00087-03 91 08. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHmnem OC iOS.

CopepxaHune

N Lo n = I PN 4
(@37 a'eT Qe 0] 1o = | N1 T<] T 1 PP 4
1. OcHoBHble TeXHUYEeCKUe laHHble U Xapakrepuctuku CK3U 5

1.1. NMpOrpaMMHO-GMMAPATHAA CDEIA .. uueurnentnaenratarssaussss sttt sa s et st sa s ss st s e e saens 5

B 0 1oL T == oy o o T 1 = 1 T 5
2. YctaHoBKa anctpmbyrtmea MO Kpuntollpo CSP 6
3. Nopsinok pacnpocTtpaHeHust CK3U Kpunmrolpo CSP 7
4. O6HoBneHne CK3U Kpummollpo CSP 8
5. CoctaB 1 Ha3HaYeHWe KOMIMOHEHT NporpaMMHOIro obecneueHus CK3U 9
6. BctpanBaHue CK3U Kpunmollpo CSP B npwwwiagxoe MO 10

7. Tpe60oBaHMA MO OPraHMBALMOHHO-TEXHMECKUM U afAMMHUCTPATMBHLIM MEpaM obecneueHusi SKCIUyaTaLmum
CK3n 11

7.1. O6wune mMepbl 3awntbl oT HCA MO c ycraHoBneHHbiMM CK3W ana iOS....cccovvvveviiennnen. 11

7.1.1. OpraHM3aL MOHHO-TEXHUUECKME MEPDBI 1. utrutrseiniserassssssssssssasssssnsssssnssnssnssaesnnsnnsrnsnnsnns 11

7.1.2. [dononHuTenbHble HacCTpovkM iOS M onepauMoHHbIX CUCTEM, K KOTOPbIM YCTPOICTBO

MOAKJITHOHAETCH HEPE3 I TUNES ittt ittt atte ettt e et e seeee s aae s ae s e e s aasanssaneaanesanesanesanesaneaaneans 12

7.2. Tpe6oBaHUS NO pa3MeLLEHNID TEXHUYECKNX CPEACTB C YCTaHOBNEHHbIM CK3U .......... 13

8. Tpe6oBaHMsA No kpunrorpadmiecKoi 3amre 14
Mpuwio)keHue 1. KOHTPosb LeJ1I0CTHOCTM NMPOrpaMMHOIro obecneueHns 15
MpunoxkeHwne 2. Y npasneHue NpoToKos poBaHueM 16
JIucT permcTpaumm 3Me HeHUMN 17




XTAN.00087-03 91 08. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHmnem OC iOS.

AHHOTAUUSA

Hacrosuw ee PykoBoacTBO AonosHAET AoKYMeHT «XXTAN.00087-03 91 01. KpunTtollpo CSP. PykoBoacTBO
agMmHucTpatopa 6esonacHocTmn. O6was yacrb» npu ncnonb3osaHmunm CK3MN noa ynpasnenmnem OC iOS.

NHCTpyKkunmM aaMmHucTtpatopaM 6€30MacHOCTM M MOJib30BaTessIM pas/iMyHbIX @aBTOMATU3MPOBAHHbIX
cucteMm, ncnonbsyrowmnx CK3U «Kpuntolpo CSP» v 4.0 R4, oomKHbI pa3pabaTbiBaTbCsa C y4eTOM TpeboBaHui
HacToswero 4OKyMeHTa.

Cnuncok cokpalleHunmn

CRL Cnuncok oTo3BaHHbIX cepTudmnkarton (Certificate Revocation List)
ITU-T MexayHapoaHbIi KOMUTET No TesnlekoMMyHuKaumam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpPOBaHHasa cucrema
APM ABTOMaTU3NpoBaHHoe paboyee MeCTo
rMa TMBKUIM MarHUTHbBIN ANCK
ACY JaTuuk cnyyalHbix yncen
HDD XX eCcTKnn MarHUTHbIN AUCK
K KoHeu4HbIli nofb30oBaTeNb
HCAO HecaHKLUMOHMPOBaHHbIA AOCTYN
ocC OnepauvoHHas cucrema
MAK MporpaMMHO-annapaTHbIN KOMMNeKC
no MporpamMmMHoe o6ecneyeHune
Perucrpauns MpucBoeHne onpeaeneHHbix aTpnbyTos (agpeca, HOMepa KK Ya, NpaB UCM 0/1Ib30BaHUA U

T.n.) aboHeHTy

COBOKYMHOCTb MHCTPYKLMIA M APYTrOW perfnaMeHTUPYIOLLEN 10KYMEHTaLMN,

PernameHT - 7
obecneunBatoLei PyHKLMOHUPOBAHNE aBTOMaTU3NPOBAHHON CUCTEMbI BO BCEX PEXMMAX.

CBT CpeacrBa BblMUCIUTENTbHON TEXHUKN

DNEKTPOHHbLIN JOKYMEHT, NOATBEPXAAOLWMIA NPUHAANEXHOCTb KNtoUYa MpoBepKu
CepTudukat | 31€KTPOHHO NOANUCU UM OTKPLITOrO K/lo4Ya U onpeaenieHHbIX aTpUbyTOB KOHKPETHOMY

aboHeHTy
CepTudukauns Mpouecc n3rotTosneHs cepTudmnkaTa Kaoya NpoBEPKN 3 TEKTPOHHOW NOANUCK NN
OTKpbITOro KNto4a aboHeHTa B LLeHTpe cepTudmKaumnm
CK3M CpeacrBo Kpuntorpaduyeckomn 3awmTbl MHG OpMauum
CcocC Cnucok oTo3BaHHbIX cepTudukaTos (Certificate Revocation List)
cc CnpaBoYHMK CEPTUHUNKATOB OTKPbLITbIX KNIOYEN U KNOYEN NPOBEPKUN 31E€KTPOHHOW NOAMUCH.
CeTeBOW CNpaBO4YHUK.
LC LleHTp Ceptudmkaumnm (Yaocrosepsawowmi LieHTp)
LP LleHTp Perucrpauuu
24 DNEeKTPOHHbIN 4OKYMEHT
an DNeKTpoOHHasa NOANUCH
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1. OCHOBHble TeXHUYECKMNEe AaHHble N xapaktepuctmkm CK3U

1.1. MNporpaMMHoO-annapaTHaa cpeja

CK3N «Kpuntolpo CSP» v 4.0 R4 noag ynpasneHmeMm iOS wmncnonbyetrca B NPOrpaMMHO-
annapaTHbIX cpegax iOS sepcun 8.0, 8.0.1, 8.0.2, 8.1, 8.1.1, 8.1.2, 8.1.3, 8.2, 8.3, 8.4, 8.4.1, 9,
9.0.1, 9.0.2, 9.1, 9.2, 9.2.1, 9.3, 9.3.1, 9.3.2, 9.3.3, 9.3.4, 9.3.5, 10, 11, 12 (ARMv7, ARM64).

Co cpokaMu skcnayaTauuMm onepaumoHHbIX CUCTEM, B cpefe KOTOpbIX PyHKUMOHUpyeT CK3W,
MOX>XHO O3HAaKOMUTbCA MO agpecy http://www.apple.com/support/.

1.2. KntouyeBble HOCUTENN

B kauecTBe KJHOYEBbIX HOcUTenen kmwouden DI M 3aKpbITbiX KAKOYEN BbiICTyrnaeT YCTPONCTBO
iPad/iPod/iPhone, a Takxe Aapyrue ycTponcTBa, YkKasaHHble B n.3.8 XTHAM.00087-03 30 O1.

dopmynap.

1. B cocras aucrtpubytmea CK3U BxoaaT 6mMbamMoTekm NnoaaepxKm BCeEX NepeyUncieHHbIX HOCUTEenNen, Ho
He BxoaaT Apansepbl ang OC. [No Bonpocam noJslyyeHus gpaneBepoB Heobxoanmo obpawaTbcsa K
Npon3BOANTENSM COOTBETCTBYHOLL UX YCTPONCTB.

1. XpaHeHume 3akpbiTbix Ka4Yen Ha iPad/iPod/iPhone ponyckaeTcs TOAbKO Mpu  YCIOBUM
|..| pacnpocTtpaHeHus Ha iPad/iPod/iPhone Tpe6oBaHunii no o6paweHnto ¢ KN4YeBbIMM HocuTenamm (n.6.7
—- XTAN.00087-03 91 01. PykoBOoACTBO agMMHUCTpaTopa 6e3onacHOCTM obwas yacTb).

2. Bce BbllwenepeymncrieHHble HOCUTEIM UCNOJIb3YOTCS TOMIbKO B KA4YeCTBe NMacCMBHOMO XpaHuamuia
Kno4yeBon nHdopmaymm 6e3 ncnonb3oBaHMa KpunTorpad@uuyeckmx MEXaHNM3MOB, peannM30BaHHbIX Ha
yCTPOWCTBE.

3. icnonb3oBaHMe HoCUTEeNe ApYyrMx TUNOB - TOJIbKO MO cornacosaHuto ¢ ®Ch Poccum.
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2. YcTtaHoBka auctpubytmea MO Kpuntollpo CSP

Ons onepauunoHHon cuctembl iOS Kpuntollpo CSP He nocTaBnsetrcss B BuAe KOHEYHOro
npunoxenus. Kpuntollpo CSP ang iOS npeactasnser cobor dperMBOpK Ans pa3paboTku, KOTOpbI
coaepXut B cebe 06beKTHbIN dann, peanusyrowmnin dyHkumm CSP, pecypcbl 1 3arofioBoYHbie dalinbl.
®penMBOPK He UMeeT MexaHU3Ma CaMOCTOSATESIbHOM YCTaHOBKM B OMEpPaLMOHHYIO0 CUCTEMY. YCTaHOBKa
OCYLLECTBNAETCS B COCTaBe MPUKIAAHOM MporpamMmbl, pa3dpaboTaHHOW Ha OCHoBe (periMBOpKa Temu
cpeAcTBaMW, KOTOopble npegnaraet pa3paboTumk npukiagHon nporpammbl. BcTpavBaHme CK3U B
npuknagHoe MO AO/MKHO OCYLECTBAATLCS B COOTBETCTBUM C NMYHKTOM 6 HacToALWEro JOKYMeHTa.
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3. Nopsaaok pacnpoctpaHeHna CK3W Kpuntollpo CSP

Ona  onepauwnoHHolr cuctembl 0SS «Kpuntollpo CSP» pacnpocTpaHseTca B cocCTaBse
npuKNagHoW nporpamMmel C cobnwogeHweMm, B uenoM, TpeboBaHuh pasgena 2 AOKYMeHTa
«XKTAM.00087-03 91 01. PykoBOoACTBO aAMMHUCTpaTopa 6e3onacHocTn. Obwas yacTb». MNpuknagHas
nporpamMMma  (mpunoxeHue), kotopas coaepxut CK3MN  «Kpuntollpo CSP» ©n  KOMMIEKT
3KCMIyaTaunoHHOMW AOKYMeHTauuMnm K HeMy MOryT MOCTaBAAaTbCHA MNOSb30BaTeNto Y MNOJHOMOYEHHOM
opraHmsauuen aBymsi cnocobamu:

1. TocpeacTBOM 3arpysku NpukaagHoOM NporpaMmbl B KOPNOpPaTUBHOW CETH;
2. NMocpeacTtBoM 3arpy3ku B ceTu UHTepHeT (Apple Store);

Ona nony4vyeHnst BO3MOXHOCTM aKTMBaL MM YCTAaHOBOUYHbIX Moaynen CK3U «Kpuntollpo CSP» wu
MOAy4YeHUss KOMMIIEeKTa 3KCMyaTauMOHHOM AOKYMeHTauuu nosb3oBaTeflb HanpasiaseT CBOW YYETHbIE
AaHHble YMNOJIHOMOYEHHOM oOpraHu3auuu. Y4YETHble AaHHble MOryT 6bMb Hamnpas/ieHbl NOCPenCTBOM
3anojIHeHNsT  CNeuuanu3anpoBaHHOM  perncTpaunoHHorW  ¢dopMbl  Ha  cante  YMOJIHOMOYEHHOWN
opraHusauumu.

Mocne nonay4yeHnss YNOJHOMOYEHHOW OpraHuMsaumen Y4YETHbIX AaHHbIX, MONb30BaATENID
npeaocTaBASEeTCSa NIMLUEH3UOHHbIN KOA4 WU AOCTYMN K CANTy ANs 3arpy3ku KOMMEKTa 3KCnayaTalMoHHOMN
OOKyMeHTauunM. B MOMeHT npepocTaB/eHuMs JULEH3WMOHHOMO0 KoAda YMNOJITHOMOYEHHOW opraHusaumen
npuceBamBaeTcs Y4YE€THbIM  HOMep, wuaeHTuduuupyrowmn sk3emnnap CK3U  «Kpuntollpo CSP»,
npeAoCTaB/IEHHbIN MONb30BaTeNt0. JIMUEH3MOHHbIM KOZ4 MOXeT BBOAUTbCS, KaK B OKHE maHenu
ynpaeneHns CK3WN «Kpuntollpo CSP», Tak M yCTaHaBNMBaTbCS B COCTaBe cepTud mkaTa OTKPbITOro
KJloda Mofnb3oBaTens, a TaKXe ero BBOA MOXeT Obmb peann3oBaH CpeacTBaMu MNpuUKIagHOM
nporpammeil.

BMecTe € yKa3aHHbIMW [aHHbIMWM MNOSL30BATENO MNPeAoCTaBNAOTCH KOHTPOJIbHbIE CYMMbI
YCTaHOBOYHbIX MOAySle MPUNIOXEHUA U AOKYMeHTauuu. KOHTpOSbHblE CYMMbl pacCuUuTbiBalOTCH B
cootBeTcTBUM Cc [OCT P 34.11-2012 wnm TOCT P 34.11-94 c yuyétoM RFC 4357. llonb3oBaTenb
AOMMKeH npoBepuTb M ybeaAuTbCH B LENOCTHOCTU MPWIOXKEHUS B OKHe naHenu ynpasneHus CK3U
«Kpuntolpo CSP». MNonb3oBatenb AO/HKEH MpoOBepUTb U ybeanTbCs B LLeNIOCTHOCTU AOKY MEHTAUMU C
MCMONb30BaHMEM yTuauTbl cpverify.exe, Bxoasuwen B coctaB CK3U «Kpuntollpo CSP», nnbo wWHbIM
apyrmm  ceptuduumposaHHbiMm  OCB  Poccum  wmndposanbHbiM  (KpuntorpaduyeckmMm) CpencTBoM,
peanudyowmnm MOCT P 34.11-2012 wvnn FOCT P 34.11-94 COOTBETCTBEHHO.

AktmBauua CK3UW <«Kpuntolpo CSP» Ha paboyem mMecTe nonb3oBaTens MoxeT 6Obmb
OCyLlleCcTB/eHa TOJIbKO B Cjly4ae MOATBEPXAEHUS LESIOCTHOCTU MOJIyYEHHbIX YCTaHOBOYHbIX MOAyNen
npunoxenus, moaynen CK3U «Kpuntollpo CSP» u akcnayaTauMOHHOW AOKYMEHTauuu.

PazpaboTumMkm nporpaMmHoro obecnevyeHWss OAHOBPEMEHHO C (OPMUPOBAHWEM 3SNEKTPOHHOM
noanucm ancTpmbyTmeBoB (Ha 3apybexHblX KpuATOoanroputMax, Mno npeanosaraemMbiM KOMMaHUEN
Apple npoueaypaM)  AO/MKHbl  BbMUC/ASATb  3HAUYEHUSI  KOHTPOJIbHbIX CYMM  AUCTpMOYTMBOB
pa3pabaTbiBaeMOro NpoAyKTa Mpu MNOMOLLM CpeAcTBa KOHTPOAS LEeNoCTHOCTU (cpverify.exe UM MHoro
cepTMdMLMNPOBAHHOIO CpeacTBa). [JaHHble 3HayeHMs  KOHTPOJIbHbIX CYMM  AO/DKHbl  6bITb
3adUKCMpoBaHbl B AOKYMEHTauun Ha pa3pabaTbiBaeMbii NPOAYKT.

MonyyeHne 3HaYeHUN KOHTPOJIbHbIX CYMM AAHHbIX, CKa4YaHHbIX C CaTa, He rapaHTupyeT

AQYTEHTUYHOCTb 3Ha4yeHun. PekoMeHayeTCca MoOsyyaTb 3HAYEHWUS KOHTPOJIbHbLIX CyMM

ancrpmbytuBa no posepeHHoMy kaHany (B oduce OO0 «KPUMNTO-MPO», y odpumunanbHbIX
M Avnepos, y pa3paboTumnkos npuknagHoro MO, ncnonb3sywuwero dyHkunm CK3N).

[aHHbIA MeTo4 He rapaHTUpyeT 3alWuTy AUCTpubyTMBa OT NoAMeHbl. B ciyyae nonydyeHus

ancrpnbytmnea CK3U ypoBHA 3awntbl KC1 ncnonb3oBaTh AAHHbLIN METOA HE peKOMeHAyeTCs.
Ona ypoBHeW 3awnThl KC2, KC3 ckaymMBaHue ancTpmbyTmBa C callTa 3anpeLleHo.
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4, O6HoBneHne CK3U Kpuntollpo CSP

O6HoBneHne «Kpuntollpo CSP» Ha i0OS ocCylecTBAsSeTCS B COCTaBe MNPWIOXEHMUS,
BkAtovawwero B cebsa «Kpuntolpo CSP» cornacHoO MHCTPYKUWUSAM OT NPOM3BOAMTENS NMPUNOXKEHUS.
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5. CoctaB 1 Ha3HayeHne KOMMNOHEHT nporpaMMHoro obecneyeHnsa CK3U

Ona onepauunoHHol cuctembl iOS «Kpuntollpo CSP» He nocTaBnsaeTcs B BuAE KOHEYHOro
npunoxenus. <«Kpuntollpo CSP» ana i0OS npeactasnaetr coboin dpenmBopk ansa paspaboTkuy,
KOTOpbIA coaepXuT B cebe 06bekTHbIM alin, pecypcbl M 3aroqoBoYHble dannbl. O6beKTHbIN dann
CPROCSP cogepxut B cebe peanusaunio nHutepdenca CSP u BcnomoraTenbHbiX GyHKLNK. JOCTYMNHbIE
dYHKLMN OnMmMcaHbl B 3arofioBOYHbIX dannax M3 coctasa dpenmMBopka.
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6. BctpanBaHne CK3UMN Kpuntollpo CSP B npuknagHoe MO

Mpu BcTpauBaHum CK3U Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecrnedyeHne AO0MXKHbI
BbIMONHATLCSA TpeboBaHusa pasgena 17 pokyMmeHTa <«KTHAW.00087-03 91 01. PykoBoAcCTBO
aaMMHUCTpaTopa 6e3omacHocTu. Obwasa 4vacTb», AokyMeHTa <«XTAM.00087-03 96 01. PykoBoacTBO
nporpamMmucta» u n. 1.5 gokymeHta «XKTS5N.00087-03 30 01. dopmynsap».

Mpu BcTpamBaHum CK3WN Kpuntollpo CSP B npunoxenus iOS ponxeH 6bMb BKAKYEH peXuM
YCUEHHOr0 KOHTPO/SS WCMOSb30BaHUA K/OYENn. PeXuM YyCWIEHHOro KOHTPOSSs WCMONb30BaHUA
Knodyen obecnedmBaeT OCYLWECTB/IEHME KOHTPOSSS CpoKa AENCTBUS AOSIFTOBPEMEHHbIX KKOYEN
3N1IEKTPOHHOM MNOAMMCU U  KAKOYEBOro obMeHa, KOHTpPONs [OOBEPEHHOCTUM K/AKYEN MNpOBEPKU
3/IEKTPOHHOM MNOAMUCU N KOHTPONS KOPPEKTHOIMO MCMOMb30BaHMS MPOrpaMMHOr0 AaTuyuKa Cay4YanHbIX
yucen. [Onsa BKAKOYEHUS 3TOro pexumma B KoHburypaumoHHbeim dann config.ini B pasgen [Parameters]
HeobxoanmMo [06aBUTb CTPOKY:

StrengthenedKeyUsageControl = 1

Ona  obecneyeHns KOPPEKTHOr0 (QYHKLMOHMPOBaHUS nMnpoBaingepa B 4YacTuM BbipaboTku
3/IEKTPOHHOM MoAMNMMCKU, a Takxe paboTbl C BpeMeHHbMM KA4vamMu (B 4acTHoOCTM, ana paboTbl B
pamMkax TLS-coeanHeHus 6e3 ayTeHTMdMKaUUM KAMEHTA) W reHepauuMm Cay4YalHbX AaHHbIX
HeobxoaMMO npomM3BeCcTU BbIPaboTKy JAONrOBPEMEHHbBIX KJO4Yel, npeaBapuTenbHO MNpPOBEPUB, YTO
3aperncTpmpoBaH XoTs 6bl OAMH AaTUMK Cly4YalHbIX YUCEST.

Ncnonb3oBaHne CK3U 6e3 BKAKYEHUS pexmMa YCUIEHHOTO KOHTPOAS MCMNO/b30BaHUS KKYen
paspelaeTcs UCKIUYUTENbHO B TECTOBbLIX LLensax.
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7. TpeboBaHMsa N0 OpraHM3auMOHHO-TEXHNYECKUM N aAMUHUCTPATUBHbLIM MepaMm
obecneyveHunsa sakcnnyataunm CK3U

JOMmKHbI BbIMONHATECS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U a4MWHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayaTaumm CK3UW B obbeme paspenos 15 m 16 pgokymeHTa
CK3M XT4AMN.00087-03 91 01. PykoBoacTBO agMuHMUCTpaTopa 6e3onacHocTn. Obwasa JacTb.

Mpun akcnnyataumm CK3W Ha nnatdopme i0S npu  obpaboTke KoOHbMAEHUMANBHON
MHpoOpMauuM A9 KOHKPETHOro MO6UnbHOro ycTpomcTBa, paboTatouwero nop ynpasneHnem OC iOS
npousBoacTBa KoMmnaHum Apple, AO/MKHbI BbINONHATLCA AelcTBytowme B Poccuiickonn ®depepauunm
TpeboBaHMA MO 3awuTe OTKpbmoN (KOHMUAEHUMANBbHON) MHPOPMaUMK OT YTEYKM MO TEeXHUYECKUM
KaHanam. [aHHoe TpeboBaHMe He mnpeabsiBASeTCsa B ciydae akcrniyaTaumm CK3UM Ha nnatd opme i0OS
npu ob6paboTke OTKPbTOA MHGOPMaLUUKM, [AOCTYN K KOTOPOM HE OrpaHWduMBaeTcs COorsacHo
3akoHozaTenbcTBy Poccuiickon ®epepaunn. BHOC M ucnonb3oBaHWe MOOUIBHOMO YCTPOWCTBA,
paboTtatwero noa ynpasneHvem OC iOS npousBoacTBa KoMmnaHum Apple, B nomelleHusix, B KOTOP biX
BeAyTCH MeperoBopbl CEKPETHOrO COAEPXaHUS WM NpoBoAATCSA paboTbl CeKpeTHOro xapakrtepa, 6e3
npoBeAeHus ero crneymnasnbHbX UCCNefoBaHUA N CneumanbHOM MpOBEPKN 3arpeLarTCcs.

7.1. O6wmne mepbl 3awntbl oT HCA MO c yctaHoBneHHbiMn CK3U anga i0OS

Mpn wucnonb3oBaHum CK3WN «Kpuntollpo CSP» nog ynpasnenuem i0OS Heobxoammo
NpeanpuHATL AOMNONHUTESbHbIE MEpbl OPraHM3auLMOHHOIO UM TEXHMYECKOro XapakKTepa W BbINOAHUTb
OOMOJSIHUTENIbHbIE HACTPOMKWM OMepaumMoHHOM cucTeMbl. [lpu 3TOM CTaBUTCHA 3ajava He TOJIbKO
obecneunTb AoNosHUTENBbHYH 3awuTy yctponctea m OC ot HCA, HO n obecneuntb 6ecnepeboiHbiv
pexuMm paboTbl U UCKIOYUTb BO3MOXHOCTWM "OTKasza B 06CAyXuBaHUKM", BbIBBAHHOMO BHYTPEHHUMU
npuyvHamMmn (Hanpumep - nepenosiHeHMeM anIoBbIX CUCTEM).

K opraHmsaunoHHO-TEXHUYECKNUM MepaM OTHOCATCS:
e obecneyvyeHne dumsmyeckom 6€30NacHOCTN YCTPONCTBA;
e yCTaHOBKA MpPOrpaMMHbIX OGHOBIEHWUIA;

e OpraHusauums npoueaypbl Pe3epBHOr0 KOMUPOBaAHUA U XpPaHEHUSI pe3epBHbIX
KOmMun.

JononHutensHble HacTponku iOS KacakwTCcs creaytowero:

e OrpaHW4YeHWe AoCTyna no/nb3oBaTeneil W HACTPOMKM  MOSb30BaTENbCKOro
OKpYXeHus;

e OrpaHWYEeHWe CeTeBbIX COeAUHEHUN;

e OrpaHWYeHWs Ha 3anycK MNpoLecCcoB M YCTAaHOBKY MporpaMmm;

e J0OMNoJSIHUTeNbHble HacTpounku sgapa OC;

e HacTpoWKa CeTeBbIX CEPBUCOB;

e OrpaHW4yeHue KonuyecTtsa "BMAMMON M3BHE" MH(OpPMaLMN O CUCTEME;
e HacTpoWKa NoACUCTEMbl MPOTOKO/IMPOBaHUA W ayauTa.

7.1.1. OpraH1M3aynoHHO-TEXHUYECKME Mepbl

1. Obecneuenne pmnsnyeckon 6€30NacHOCTMU YCTPOMCTBA

Cnepyet WCKNIOUYUTb BO3MOXHOCTb AOCTyNna HeaBTOPU3OBAHHOrO MnepcoHasa K YCTPOWCTBY.
Ona aToro HeobxoaMMO NMB60 OCYLECTBAATb JIMYHbLIA KOHTPOJIb 3@ YCTPOMCTBOM, IMB0O XpaHUTb ero B
3anupaeMom cende.

,ﬂOCTyrI nepcoHana K YCTDOVICTBy OOJ/IKeH 6bITb pernaMeHTnpoBaH BHYTPEHHUM paCcnopAaAAKOM
3KC|'|J'IyaTVIDYIOLL|,eI71 opraHumsauunnm n AOJXHOCTHbIMU MHCTPYKUUAMA.

2. OpraHusauusi npoueaypbl Pe3epBHOro KOMUPOBAHUS M XPaHEHUS Pe3epPBHbIX KOMMUIA

Mpn onpeaeneHun pernamMeHTa pe3epBHOr0 KOMUPOBAHWA W XPaHEHUSI pe3epBHbIX KOMWI
cneayet obecneuynTb OTBETCTBEHHOE XpaHEHME pPEe3epBHbIX KOMUIM U onpeaenuTb Npoueaypy Bbidauu
pe3epBHbIX KOMWIA OTBETCTBEHHOMY MEPCOHaNy M YHUUYTOXEHMA BblLEAWNX M3 YynoTpebneHus
HocuTenei (NIeHT, OAHOKPATHO 3anuCbiBaeMbIX AUCKOB M Mp.).
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Pe3epBHble KOMWM AO/KHbI XPaHWUTLCSA B 3anuMpaeMbix ceidax nn6o B 3alwMdpOBaHHOM BuAe
Ha JBM.

CraHpapTHbIMM MepaMu MO OpraHM3auun OTBETCTBEHHOIO XpaHeHWs HocuTenen ABNATCA:
e MApKUpOBKa HoCuUTEnNe;

e COCTaBJIEHME OMUCU XPaHUMbIX HOCUTENeN C yKalaHueM CepuiHbIX (MHBEHTapHbIX) HOMEpOB,
AaT 3anmMcu HocuTenen, dammnmen coTpyaHuka, co3gaBliero Konuw ans kaxaoro wkada(cenda);

e Mepuogmnyeckas cBepka onmcu n cogepxmmoro cerdos (wkados);
e OpraHm3aumns OTBETCTBEHHOIO XpPaHEHMS M Bbldauun kawyen ot celndos (wkados);
e BO3MOXHOE onevaTtbiBaHMe (onsombuposaHune) cendos(wkados).

YHUUTOXEHNE BbIWLEAWMNX M3 YNOTPEBNEHUsT HOCUTENEN AO/IHKHO MPOU3BOAUTbCS KOMUCCUEN C
COCTaBJIEHMEM aKTa 06 YHUUTOXEHUMN.

3. Mpn ucnonb3zoBaHun CK3WN «Kpuntollpo CSP» Ha [M2BM, noaknto4YeHHbIX K 06wenoCcTyrnHbIM
CEeTSIM CBSA3W, AO/DKHblI ObTb MNpeAnpuHATbI AOMNOSHUTENbHbIE Mepbl, MCKJ/4Yalowme BO3MOXHOCTb
HECaHKLMOHNUPOBAHHOIO AOCTYMa K CUCTEMHbIM pecypcaM WUCMOJSIb3yeMbIX OMepaLUoHHbIX CUCTEM, K
nporpaMMHOMy ob6ecrne4yeHuto, B OKPYXeHWM KOoToporo dyHKumoHupytoT CK3W, n K KOMMNOHEHTam
CK3W co cTOpOHbI yKa3aHHbIX CeTeMn.

4.lMpaBo pgocTyna Kk paboumm MecTtaMm c ycTaHoBneHHbM [10 CK3U «Kpuntollpo CSP»
npeaocTaBnsgeTcsa TONbKO /WLAM, O3HAKOMJIEHHbIM C TMpaBwWiaMM MOJSb30BAHUA U U3YUYMBLUUM
3KCMyaTaunoHHYO AOKYMEHTaUMIo Ha nporpamMmHoe obecnedeHune, nMmetouwee B ceoeM coctase CK3U
«KpunTtollpo CSP».

5.Ha  TexHuyeckux  cpeacTsax, ocHaweHHbix CK3UW  «Kpuntollpo CSP»  A0O/MKHO
MCMONIb30BaTbCS TOMIbKO JIMLLEH3MOHHOE mMporpaMmmHoe obecneyveHne UMpM-Npou3BOAUTENEN.

6. Ha koMnblOTEpE, K KOTOPOMY MOAKIKOYAETCHA YCTPOMCTBO, HE YyCTaHaBAMBAlOTCS CpeAcTB
pa3paboTkn u otnagku MO. Ecnm cpeactBa OTAAAKM MPUIOXKEHWUIA HYXHbI AN TEXHONOMMYECKUX
noTpebHoCcTEN opraHmsauuu, TO nx MCnoJsib30BaHme DO/IKHO 6bTb  CaAHKLMOHMPOBAHO
aAMMHUCTpaTopoM b6e3omacHocTu. B noboM cnydae 3anpewaeTtcs MCrMosib30BaTb 3TU CpeacTBa AN
MpoCcMOTpa M peaakTUpPOBaHUS KoAda W MNaMATU MPUNOXEeHUN, wucnonbdywwmx CK3U «Kpuntollpo
CSP»,

7. 00mKHbl  6bTb  MPUHATBI  Mepbl MO UCKJIKOYEHMI0  HEeCaHKLUWMOHMPOBaHHOIo AocTyna
MOCTOPOHHUX UL, B MOMELLEHUS, B KOTOPbIX YCTaHOBMNEHbl TexHnyeckmne cpeactesa CK3U «Kpuntollpo
CSP», no poay CBOEN [eATeNIbHOCTU He SABASAWMXCS MepcoHanoM, aonyuweHHoiM K paboTe B
yKa3saHHbIX MNoMeweHnsx. Takxe HeobxogmMo obecneuymTb HEBO3MOXHOCTb  WCMOb30BaHUSA
yCcTponcTBa C YycTaHoBneHHbM CK3W noCTOpOHHMM fiMuaMm, He SBASKWMMUCSA MNO0JIb30BaTENSaMU
YyCTpPOMCTBaA.

8. JlomkHO 6bITb 3anpelweHo oCTaBAsaATb 63 KOHTPOS BbMUCAUTENbHbIE CPpeACcTBa, HA KOTOPbIX
akcnnyaTtupyetca CK3N «Kpuntollpo CSP» nocne BBoAa Ko4eBOW MHpOpMaumn.

9. M3 cocTaBa CUCTEMbI AO/HKHO 6bTb UCKIOYEHO 060pyAoBaHMWE, KOTOPOE MOXET COo34aBaTb
yrposy 6e3onacHoctn Ii0S. Takxe HeobxoanMmo um36eraTb WUCMOSb30BaHMS  HecTaHAapTHbIX
annapaTHbIX CPeACTB, MMEILWMNX BO3MOXHOCTb B/IMATb Ha (YHKLMOHMPOBAHWE YyCTponcTBa unm iOS.

10.Mocne wuHcTannauum i0OS cnegyeTr YCTaHOBUTb BCE pPEKOMEHAOBaHHblE MNPOW3BOAUTENEM
OMNEepaLMOHHOM CUCTEMbl MNPOrpaMMHbIE OBHOBMIEHMA W MpPOrpaMMHble OBGHOBMEHWUA, CBA3aHHbIE C
6€30MNacHOCTbIO, CYLIECTBYIOLME HA MOMEHT WUHCTaNNALNN.,

7.1.2. JononHuTenbHble HAcTpoikn iOS M onepaumoHHbIX CUCTEM, K KOTOPbIM YCTPOICTBO
noaknt4vaeTca yepes iTunes

MHavBmnayanbHasa HacTporka i0S

B HacTponkax i0OS B pasgene «General — Passcode Lock» Heob6xoauMO BKKOYUTbH Maposiuv.
HeobxoamMo 3apaTb CJ/IOXKHOCTb Mapofiid M HAacTpOMKWM ANs  yAaneHuss [AaHHbIX B Cliydae
HenpaBWbHOIO BBOAA Mapons, COOTBETCTBYIOLWME NOAUTMKe 6e30nacHOCTM.

KopnopaTtuBHasa HacTpoika i0OS

KopnopatueHas HacTpolika i0OS BbinonHsaetcsa npu nomowwm iPhone Configuration utility.
[aHHoe O MOXHO cKauyaTb C canTa pa3paboTumka: http://www.apple.com/support/ . [JokyMeHTaLns No
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YyTUNNUTE TakXXe AOCTYMHa Ha caiTe paspabortumka. Mpu nomowm iPhone Configuration Utility MoxHO
co3aaTb Npoduab HACTPOWKM AN YCTPOMCTBA WM MNPUMEHUTb €ro K OAHOMY WM HECKOSIbKUM
yCTponcTBaM.

1. Co3panTte npodunb Co cneayownuMm napameTpamm:
a) B pa3sgene “passcode” Bbibepute “require passcode on device” u caenanTe HaCTpPOWKMK:
. Maximum passcode age - 30 days
. Passcode history 6

] 3apanTte CNOXHOCTb Maposis M HACTPOVKW ANns ypaneHus [AaHHbIX B
cniy4yae HeENpaBWIbHOIO BBOAaA napon4d, COOTBETCTBYIOLWMNE nonnTuke
6e30MacHOCTM opraHmsaumn.

b) B pasgene ‘“restrictions” oOTkAOUMTE BCe paspelleHunss, KOTopble He SBAAKTCS
Heob6xoaAMMbIMM ANs  BbINOAHEHUst paboTbl. OTkaounTe <«Allow installing apps». Ecnu 2aTa
BO3MOXHOCTb Heobxoamma ans paboTbl, €€ HeobxoAMMO OCTaBUTb, HO HAaCTPOUTb OrpaHUYeHMUs
yepes “"mobile device management” (cM. HUXe).

c) Echm B  opraHmsaumm  nMeeTCss  CcepBep  ANS  ynpaB/ieHUs  MOGUbHBLIMU
ycTponicTBamm(Mobile device management server), To B pas3gene “mobile device
management” HeobxoAMMO HacTpouTb noAakalvYeHne K Hemy. CepBep MoxXeT 6bmb
MCNOMb30BaH AN NOJyyYeHuss HacTpoek (B TOM u4ucne HOBbIX npodwuner HacTpoek) u
NPUNOXEHUN.

2. YcTaHoBute Ha iPad BCE HeobxogmMoe nporpammHoe obecneyeHne wu NpPUMEHUTE
KOH(MUrypaumnoHHbii Npodpunb. DTN AENCTBUA TakKXXE MOXHO CAenaTb LeHTPaanM30BaHHO MpPW MOMOLLMK
cepBepa Mobile device management.

HacTpovika OC, K KOTOpPOW YCTPOWCTBO MOAKAKOYAETCA Npu nomoLum iTunes
1. BbinoONHMUTE  pekoMeHaauum No  AOMOJSIHUTEeNbHOM HacTohke OC w3  pyKOBOACTBA
aaMMHUCTpaTopa 6e3onacHocTu ansa cooteBeTcTBytowen OC.
2. Echu Ha VYyCTpOMCTBE XpaHATCS 3aKpbTble KAKOYW, pe3epBHblE KOMUM YCTPOWCTBA,

cAenaHHble npu noMowmM iTunes, AO/MKHbI 6bmMb 3awundpoBaHbl. Ona 3awudpoBaHnsa MoXeT bbb
ucnons3osaHo MO Kpuntollpo EFS.

7.2. Tpe6oBaHUA N0 pa3MeLLEHNI0O TEXHUYECKNX CPEACTB C YCTAaHOBIEHHbIM CK3U

Mpn pa3sMeLeHnn TEXHUYECKUX CPeAcTB C YCTaHOBMEHHbIM CK3U:

e [lo/XKHbI  6bITb  MPUHSATHI  Mepbl MO  WCKJOYEHUIO HEeCaHKUWOHWPOBAHHOrO A0CTyrna B
NMoMELLEHNSI, B KOTOPbIX pasMelleHbl TEXHUYEeCKMe CpeacTBa C YCTaHoBNeHHbIM CK3W, nocTOpOHHUX
vl, MO poAy CBOEl AEeATESIbHOCTM He SIBASIOWMXCA MepcoHanoM, AOMyLEHHbIM K paboTe B 3TUX
noMelleHnsix. B cnydyae Heob6XoAMMOCTWU MPUCYTCTBUS MOCTOPOHHMX JIML, B YKa3aHHbLIX MOMELLEHUsIX
JomkeH 6bmb obecneyeH KOHTPO/b 3@ WX AEWCTBUSIMM M obecrneyeHa HEBO3MOXHOCTb HEraTMBHbIX
OENCTBUI C uX CTOpoHbl Ha CK3W, TexHuMyeckue cCpencTBa, Ha KOTOpbIX 3Kcrnayatupyetca CK3U wu
3awmuaemyto MHbopmMaumio.

e BHYTpEeHHSIS M/IaHWMpPOBKA, PacrofioXXEHME U YKOMMJIEKTOBAHHOCTb paboumMx MecT B
NMoOMeLEHNSIX AO/MKHbI obecrneuyMBaTb MWCMOSHUTENSAM  paboT, COXPaHHOCTb [OBEPEHHbIX UM
KOHdUAEHUMANbHbIX AOKYMEHTOB W CBEAEHWIA, BKJOUAs KAOUEBYO MHDOPMaLUIO.

e B cnyyae nnaHupoBaHus pasmeweHns CK3M B noMmelleHusax, rae NpucyTCTBYET pedyesas,
aKycTu4yeckas 7 BM3yasbHas nHdbopmauus, coaepxauias cBeneHus, cocTasnswwme
rocyaapCTBEHHYHO TaWHy, M (MAM) YyCTaHOBJIEHbI TeXHUYECKMe cpeactBa W CUCTEMbI MpueMa,
nepegayn, o06paboTkM, XpaHeHMss n oOTobpaxeHus MHPOpMauun, coaepXalen CcBeAeHus,
COCTaBAAWME rocyfapCTBEHHYIO TalHy, TeXHU4Yeckue cpeacTBa WMHOCTPaHHOro MNpPOM3BOACTBA, Ha
KOTOpPbIX (YHKLUMOHUPYIOT MporpaMMHbie moaynm CK3W, AomkHbl 6bMb MOABEPrHYTbl CRNELMANbHOM
MpoOBEpPKEe MO BbIABJIEHWNIO YCTPOWCTB, NpeAHAa3HAYEeHHbIX A/ HEerflaCHOro noay4vyeHuss MHpopMaumm».
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8. TpeboBaHnsa no Kpuntorpaduyeckon sawmrte

JOomKHbI BbINOAHATLCSA Tpe6OBaHVIF|:
1. icnonb3oBaHMe TONIbKO JIMLEH3UOHHOIO CUCTEMHOIO nporpaMMHoOro obecneyeHus.

2. Pazgen 16 gokymeHta XTAN.00087-03 91 01. Kpuntollpo CSP. PykoBoacTso
aaMuHucTpatopa 6esonacHocTn. Obwas 4YacTb

3. NMepep HayanoM paboTbl fOMKEH 6bTb NpoBeAeH KOHTPOJb LEeSIOCTHOCTU. KOHTponem
LLeJTIOCTHOCTM AOJIXKHbI 6bb OXBa4veH ann, ykasaHHbim B N. 15.

4. HacTpoika onepaumoHHON cuctembl gns pabotel ¢ CK3W no n. 7.1.2.

5.Mpn  wuHcTannaumm CK3U  pomkHbl 6bTb  obecrieyeHbl OpraHM3aLMOHHO-TEXHUYECKME Mepbl MO
WUCKJIIOYEHMIO MOAMEHbI AMCTPUOYTMBA U BHECeHMs uaMeHeHnin B CK3M nocne yCTaHOBKM.

6. icknioueHne u3 nporpamMmHoro obecnedveHuss TMOBM ¢ ycTaHoBneHHbiM CK3U cpeacTs
OTNaaKMu.

7. Maponb, wucCnonb3yeMbin Ans ayTeHTudukKauum nosib3oBaTenein, AO/MKEH coaepXaTb He
MeHee 8 CcMMBOJI0OB andaBuTa MOWHOCTKM He MeHee 10. lMepnoAVMYHOCTb CMEHbI Maposia - He pexe
oAHOro pasa B 3 Mecsua.

8. MeprMoANYHOCTb TEeCTOBOIO KOHTPOS Kpuntorpapuieckmnx @yHkumn - 10 MUHYT.

9. BExxecyTouHasa nepesarpyska M2BM.

10. MNepuogmnyHoCTb ocTaHoBa M3BM - 1 Mecsu,.

11. 3anpewaercsa M1CMNoab30BaTb pexuM npocTton 3ameHbl (ECB) TOCT 28147-89 pn4
wndpoBaHua MHMOpMaLUM, KpoMe Ko4YeBOMN.

12. JomkHO gaBaTbCs NpeaynpexaeHue 0 TOM, YTO Npu UCMNOMIb30BaAHUM pexunMa WndpoBaHUs
CRYPT_SIMPLEMIX_MODE wmMaTepuan, obpabaTbBaeMbin Ha OAHOM  KJKO4Ye, aBTOMaTUYECKM
orpaHuymBaeTcsa BenuymHom 4 MB.

13. JonmkHo 6bmMb 3anpeweHo ucnonb3osBaHue CK3UM pns 3awuntbl TenedoHHbIX NeperoBopos
6e3 NpuMHATMS B cucTeMe Mep Mo 3awuTte oT MHMOPMaTMBHOCTU NOBOYHBLIX KaHanos, crneymndunyeckmnx
npu Nepegade peuyw.

14. Mpn  skcnnyataumm CK3UWM  HeobxoamMmo  BbINOSIHEHME AelcTBylwmx B Poccuitckon
depepauunm TpeboBaHMn NO 3awWwmuTe MHPOPMALMM OT yTEYKM MO TEXHUYECKUM KaHaslaM, B TOM 4yuce,
no KaHasny ces3m (Hanpumep, CTP-K).

15. KoHTponeM uenocTHOCTU Ao/mkeH O6blMb OXBayeH MWCMOJHsAeMbin dann npunoXxeHus, B
KoTopoe Bxoaut CK3W.
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MpunoxeHne 1. KOHTPOb LENOCTHOCTU NpOorpaMMHoro obecnedeHus

MporpammHoe obecneueHne CK3U «Kpuntollpo CSP» mMeeT cpeacTBa obecneyvyeHuss KOHTPoONs
uenoctHocTu MO CK3W, koTOopble AOMXKHbLI BbINOJHAKTCA MepuoandecKku.

PaszpaboTumk npuknagHon nporpammbl, cogepxawen CK3UW «Kpuntollpo CSP», ponxeH
paccumMTaTb X3W MNPUWIOXKEHUA. X3W XpaHUTCA B pecypcax npUIoXKeHUs W KOHTPOJUpyeTCs
cpeacteamum Kpmntollpo CSP npu KaxAoM 3anycKe npuioXKeHus.

Ecnn B pesynbraTe NepuvoaMYECKOro KOHTPOJS LESIOCTHOCTU nosiBnseTcs coobuweHnsa o
HapyLlWeHU LEeSIOCTHOCTU KOHTponupyeMoro danna, nosb3oBaTenb 06si3aH npekpaTuTb paboTy u
0bpaTnTbCa K aAMUHMUCTpaTopy 6€30MacHOCTW.

AaMuHucTpatop 6e3onacHOCTM  AO/MKEH  MNpoaHanu3mpoBaTb MNPUYMHY, MpUBEAWYy K
HapyLeHUO LLeSIOCTHOCTU M B Cllydae HeobxoAMMOCTU MNepeyCcTaHOBUTb MPUIOXEHWE, coaepxallee
MO «Kpuntolpo CSP».
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MpunoxxeHune 2. YnpasneHue npoToKOJIMPOBAHMNEM

3afaTb YpOBEHb MPOTOKOMPOBAHUS MOXHO B KOHdUrypauunoHHom danne ansa iOS B cekuum
[debug]. ®opmaT 3anucu B danne:

<Ha3BaHWE MOAYNA>=<YpOBEHb >XYPHaNUPOBaHUS>
<Ha3BaHue Moaynsa>_fmt=<dopmaT npoTokona>

Hanpumep

cpcsp=1
cpcsp_fmt=57

3HauyeHuneMm rnapameTpa <ypOBEHb XKYpPHanMpoBaHus > ABISETCH 6utoBas Macka:
N_DB_ERROR = 1 # coobulenuns 06 owmnbkax
N_DB LOG = 8 # cooblieHns o BbBOBax

3HayeHnem napameTpa <cpopmat npoTtokona> ABNAeTCS 6utoBas Macka:
DBFMT_MODULE = 1 # BblBOAUTb UMS MOAYNs

DBFMT_THREAD = 2 # BbBOAWTb HOMEP HWUTKU
DBFMT_FUNC = 8 # BbIBOAUTb UMS DYHKLUK
DBFMT_TEXT = 0x10 # BbiBOAUTbL CaMoO coobleHne
DBFMT_HEX = 0x20 # BbBOAUTb HEX paamn
DBFMT_ERR = 0x40 # BbBOoaAUTb GetlLastError
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JINCT pernctpauum U3MeHeHui

JlucT pervctpaumm nsmMeHeHui

Homepa nucrtos (cTpaHuy) Bxoaswwun
Bcero o
o N° conpoBoau-
nmcros N® TeNbHOro Moan. |daTa
N3MEHEH- - .
3@aMeHEHHbIX HOBBbIX aHHYNNPO™ | (rpapuy) B | AOKYyMeHTa
HbIX BaHHbIX NOKYM AOKYM. U

AaTa
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